Martin Yarborough

and Associates

g dbuy

Purchasing Program of the Fducation Service Center, Region 2

2022-2023 Coop Price List

The following services are provided through the GoodBuy Purchasing Coop. Retail pricing is shown. A 20% discount is offered for GoodBuy Coop members!

Retail Coop

Item Service Description ) )
Price Price
1 A detailed review of current security practices as related to the CIS Critical Controls and the NIST
Cybersecurity framewo.r!<s.,. The assessment includes an electronic review of external as well as internal $25,000 $20,000
Assessment vulnerabilities.
2
Infrastructure A review of end-user co.mputlng pra?uces, data center operations, application, service 425,000 $20,000
Assessment management and security/vulnerability.
3

A Business Impact Analysis (BIA), Facility Risk Assessment (RA), and an Application Data and
Criticality Assessment (ADCA) resulting in application recovery plans, network recovery plans, $35,000 $28,000
telecommunication recovery plans, policies and procedures and a testing program.

Disaster Recovery
Assessment

4 A facilitated process consisting of an environment scan, needs assessment, retreats, virtual
Strategic Planning meetings resulting in a mission statement, vision, core values, purpose, goals, objectives, $,20,000 $18,000
accountability, timelines and budget.
5
A detailed review of layer 2/3 including active directory, Windows/Mac workstations, external
Network Assessment @ rev ver 2/3 including y / $25,000 |  $20,000
vulnerability, internal vulnerability and SQL server health.
6

IT Governance Includes the development of a project management framework, performance feedback

Assessment mechanisms and change management practices. >18,000 »15,000




Item

Service

Security Awareness

Description

Retail
Price

Coop
Price

Phishing simulations and the development of customized videos for Security Awareness Training $18,000 $15,000

Development

8
Monthly Vulnerability | Monthly scans of internal and external endpoints with provided hardware. This includes a $18,000 $15,000
Scanning Assessment monthly review meeting of potential vulnerabilities and possible remediation pathways. ! !

9
SQL Server Health Includes monthly scans of all SQL server environments and an assessment of overall health and $18,000 $15,000
Checks vulnerability of the database components. ’ ’

10
Penetration Testing Black-box testing of one endpoint for potential exploitation using Metasploit Framework, nmap $360 $300

and openVAS.

Sample SOWs can be downloaded from our website at http://www.martinyarborough.com




